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Abstract— Until recently vehicles and transportation systems were considered as the realm of mechanical engineers, but the need for the 
road safety and desire to be connected to the world, has broaden the industry scope. In order to do so Intelligent Transport System has 
been introduced and for few years, Vehicular Ad hoc Networks are getting much attention. The advance developments, wireless 
communication and life safety point towards to take into consideration the need of security in VANETs. In VANET, many attacks are 
possible and can cause serious damages to life. One such attack is Sybil attack. Sybil attacks have been regarded as a serious security 
threat to Ad hoc Networks and Sensor Networks. They may also damage the potential applications of Vehicular Ad hoc Networks (VANETs) 
by creating a deception of traffic congestion. Here we look on how the Sybil attack works and possible ways that an attacker can cause 
harm by launching these types of attacks in VANETS, along with the detection schemes that can be used to identify Sybil nodes and 
prevent the network from various hurtful effects. Later we propose improvements in RSU supported certificate based detection mechanism 
which may be helpful in solving problems with the current model. 

Index Terms— Nodes, road segment, road side units, Sybil attack, Vehicles, Pseudonyms. 

——————————      —————————— 

1 INTRODUCTION                                                                     
N In large-scale peer-to-peer systems hostile or defective 
computing components poses serious security threats. The 
major defense against these threats is the employment of 

redundancy. But, one single faulty component or entity can 
take control of a large part of the system, if it is able to repre-
sent itself as multiple identities, which can make the employ-
ment of redundancy ineffective, thus executing a Sybil attack.  
Lack of physical knowledge of remote entities makes the sys-
tem to perceive these entities only as informational perception 
that we refer to as identities. It is the responsibility of the sys-
tem to make sure that distinct identities refer to distinct enti-
ties. Otherwise, the local entity can be fooled into believing a 
single remote entity as multiple identities and may select a 
subset of such identities to redundantly perform a remote op-
eration, thereby defeating the redundancy. This forging of 
multiple identities is known as a Sybil attack on the system. 
If there is no proper logical, central and trusted authority that 
can relate an entity to identity, then it will be easier for one 
particular entity to present itself as more than one identity. 
This would allow the particular entity to illegitimately con-
sume major fraction of resources a system offers, which may 
lead to depletion of resources for other legitimate entities. 
One of the most salient method to prevent these Sybil attacks 
is to have a trusted authority that can endorse identities. Oth-
erwise, there will always be a threat of Sybil attack on the sys-
tem without a logically centralized authority, except if one 
makes an unrealistic and extreme assumptions of resource 
parity and coordination among entities. 
It is certainly alluring to visualize a system in which some par-
ticular established identities guarantees for other identities, 
making an entity to accept new identities by trusting the col-
lective assurance of multiple independent guarantors. But, the 
absence of the trusted identification authority may lead to the 
initial generation of identities already highly compromised by 
Sybil attack and therefore can compromise the chain of vouch-
ers. 

2 SYBIL ATTACKS IN VEHICULAR AD HOC NETWORK 
Vehicular ad hoc networks are a promising new technology 
that can provide economically practical solutions and benefits 
to a variety of applications for the transport system, for exam-
ple position sensing, traffic monitoring, intelligent transport 
system etc. 
Vehicular Ad hoc Networks are considered to have the poten-
tial to not only help in the decision making for the drivers 
such as route selection to the destination that is the best, less 
congested route, but also to improve safety of the drivers and 
passengers by keeping them well-informed about the road 
and traffic conditions and any disasters ahead. Considering 
the importance of vehicular ad hoc networks researchers have 
always been in quest to point out any security threats that 
VANETs are facing, which may lessen the efficiency of vehicu-
lar networks and even cause damage to life safety. 
Security is required for a large number of vehicular ad hoc 
network applications, especially when the vehicular ad hoc 
networks are responsible for protecting information or moni-
toring traffic or transmitting critical lifesaving information. 
Security in vehicular ad hoc networks is complicated by the 
broadcast nature of the wireless communication and some of 
the factors related to the nodes’ mobility behavior. Apart from 
these complexities, vehicular nodes have large storage and 
computational resources which could be helpful in terms of 
developing security models. 
Vehicular ad hoc networks (VANETs) represent complex dis-
tributed systems very much similar to that of mobile ad hoc 
networks consisting of wireless mobile nodes. These nodes can 
self-organize themselves into various ad hoc network topolo-
gies dynamically and freely. This enables and helps the vehic-
ular nodes to communicate with each other in places where 
there is no communication infrastructure installed.  
Generally, communication in wireless networks are carried 
out based on a unique identifier that is supposed to represents 
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a network entity which we refer to as a node. In a network 
these identifiers are used for addressing the network entity 
during communication, thus forming a one-to-one mapping 
between an entity and an identity. This is a general assump-
tion many protocol mechanisms assume either implicitly or 
explicitly. Thus, implying that two identities represents two 
distinct nodes. 
But the lack of such addressing mechanisms in vehicular ad 
hoc networks creates a vulnerability for Sybil attack. Which 
means that a malicious vehicle can claim multiple fake identi-
ties proving to be harmful to a number of vehicular network 
applications. In order to understand the attack and its harm in 
vehicular networks let us consider one of the several scenarios. 
A driver looking for more resources or traffic-free road to his 
destination can devise that a large number of vehicles are 
traveling nearby, thus creating an illusion of traffic congestion. 
Other vehicles fooled by this illusion chooses an alternate 
route and withdraw from the road, thus giving the attacker a 
congestion-free resourceful (in terms of network bandwidth 
etc.) route. Generally, all these fabricated vehicles remain un-
der the control of attacker, so several other applications or 
network protocols may also be affected by such attacks de-
pending upon attackers’ intention. Some of these include de-
viation from truth by affecting the results of voting-based pro-
tocols using Sybil nodes. Sybil nodes can also be used to 
launch Denial of Service attacks that can harm the operations 
of network, leaving other legitimate nodes out of service by 
affecting data dissemination protocols 
In the same way attacker can also use Sybil nodes for blocking 
life critical information causing serious safety threats. For ex-
ample, if a vehicle is using an application for early warning, 
and another vehicle two nodes ahead in the same row reduces 
its speed significantly or applied breaks, a broadcast message 
will be generated giving warning to the following vehicles. 
This message if received by some Sybil node can hinder the 
forwarding process thus leaving the following vehicles at a 
great risk or threat. This could result in massive pileup on the 
highway, potentially causing great loss of life.  
Sybil attacks pose a great threat in the absence of centralized 
identity management in vehicular ad hoc networks. For the 
security protocol to be effective there is a need for a unique, 
distinct, and persistent identity per node. 

3 EFFECT OF SYBIL ATTACKS IN VEHICULAR AD HOC 
NETORKS 

The major function of vehicular ad hoc network is providing 
enhanced safety for drivers and passengers. Most of the appli-
cations for vehicular networks are developed keeping in mind 
the safety of users. Any vulnerability and attack pose serious 
life threats. In the same way a Sybil attack on vehicular ad hoc 
networks can cause serious damage to the safety of drivers 
and passengers in several ways.  
Some the applications and protocols that can be affected by 
the Sybil attack in vehicular ad hoc network are discussed as 
following:  

2.1 Routing  
Wireless ad hoc networks rely on nodes for multipath routing 

of data. A Sybil attacker can interrupt the location-based or 
multipath routing by taking part in the routing using Sybil 
nodes. Any Sybil node in the routing path can cause disrup-
tion and loss of data, as these nodes give the false imprint of 
being different nodes on distinct locations. Another mecha-
nism that is vulnerable to such attack is geographic routing. A 
Sybil node can appear more than once, instead of having one 
set of coordinates at one place at once.  

2.2 Misbehavior Detection 
Another application in Vehicular ad hoc networks that can be 
affected by Sybil attack is a reputation and trust-based misbe-
havior detection applications. These applications are meant to 
detect particular type of misbehavior of vehicles on the road. It 
is very likely that such applications have some false positives, 
hence these applications record several repeated offences by a 
vehicle before taking any action against the vehicle. An attack-
er can increase its reputation or trust and decrease others’ 
reputation or trust by using Sybil nodes to disrupt the accura-
cy of these applications by exploiting virtual identities. For 
example, an attacker could use Sybil nodes to misbehave 
many times but not enough to take action against or use these 
Sybil nodes to take part in blaming or reporting legitimate 
nodes of misbehavior or false information, thus getting them 
revoked or blacklisted. 

2.3 Data Aggregation 
Vehicular ad hoc networks use data aggregation query proto-
cols to compute the sensor reading of the network which will 
help the network to consume energy instead of returning sen-
sor reading individually. In vehicular ad hoc networks, a Sybil 
attacker can modify or tamper the aggregated reading results 
by giving contribution for a number of times as a different 
node. Normally these computed aggregates are not affected by 
small number of faulty or malicious nodes sending incorrect 
readings. But an attacker can create a large number of virtual 
nodes using Sybil attack and can contribute enough to theses 
aggregate readings to change the outcome completely.  

2.4 Fair Resource Allocation  
If the network allocate resources on a per node basis, then the 
Sybil attacker can use the Sybil nodes to gain unfair share of 
resources.  For example, if in a wireless environment nearby 
vehicles nodes may be sharing a single radio channel that is 
allocated to each node for a fraction of time per interval dur-
ing which they are allowed to communicate or transmit data, 
the Sybil attacker can use to malicious nodes in order, to ob-
tain an unfair amount of time or any other resources shared 
using this mechanism. This can also lead to denial of service 
(DoS) attack by blocking or delaying the access to the services 
to legitimate nodes by reducing their share of the resources 
(bandwidth etc.). 

2.5 Voting 
Vehicular ad hoc networks can use voting for a number of 
tasks. But, voting-based schemes can be affected by a Sybil 
attacker who will be able to control the results by rigging the 
voting or polling process using fabricated Sybil nodes. In any 
such voting scheme the Sybil attacker can “stuff the ballot 
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box”. The attacker can easily turn the results around by creat-
ing a number of identities and also may be able to determine 
the outcome of any vote. Such type of attack mechanism can 
be used for blackmailing other legitimate vehicles that have 
complained about misbehavior of the attacker and attacker 
using his Sybil nodes can claim that the complaining node is 
itself misbehaving thus getting it revoked. Similarly, attacker 
can control or change outcome of any vote against his Sybil 
nodes. 

2.6 False Information  
In vehicular ad hoc networks a Sybil attacker can create a ran-
dom number of virtual non-existent vehicles. These vehicle 
can then be used transmit false information into the network 
and give a fake imprint of traffic congestion in order to divert 
traffic. 
Because of these and several other harmful effects, that can 
have a serious impact on the operations of vehicular ad hoc 
networks, it is necessary to develop a security model that can 
detect Sybil attacks and eliminate them from the network.  

4 DETECTING SYBIL ATTACKS IN VANETS 
IJSER Considering the security of vehicular ad hoc networks 
and the threats posed by Sybil attacks. Many efforts have been 
made and several security models been proposed to detect 
Sybil nodes and attacks in the vehicular communication. Most 
of the proposed models are able to detect Sybil attacks but 
wither they are limited to particular number of vehicular 
nodes or add too much delay which may lead to the bottle-
neck in the network communication. Some of these models are 
discussed below: 
Considering the security of vehicular ad hoc networks and the 
threats posed by Sybil attacks. Many efforts have been made 
and several security models been proposed to detect Sybil 
nodes and attacks in the vehicular communication. Most of the 
proposed models are able to detect Sybil attacks but either 
they are limited to particular number of vehicular nodes or 
add too much delay which may lead to the bottleneck in the 
network communication. Some of these models are discussed 
below: 

4.1 Resource testing detection mechanism 
Resource detection mechanism are further divided into fol-
lowing categories 

1) Radio Resource testing methods 
Radio resource testing [5] uses methods that test the vehicle’s 
radio resources, computational, memory and identification 
resources. In radio resource testing methods, legitimation of 
the node is checked by the neighboring node on the basis of 
the message it sends in response to the neighbors broadcast. 
The testing node broadcast that message for all its neighbors 
and randomly chooses a channel for listening of response. If 
the response is received from the same channel, then the 
neighbor is legitimate. For the Sybil entities to send the re-
sponse different channels are used and hence these Sybil 
nodes are detected.  

Problem 

The problem with this method is that it assumes or restricts 
the device that it cannot send and receive at a time. But attack-
ers can have multiple channels and can perform the communi-
cation for the Sybil nodes on these channels. 

2) Identification Resource Testing 
This method proposes that[6], that those vehicles whose MAC 
and IP addresses are not registered within a list will be con-
sidered as fake or false entities. This method demands the ve-
hicles to broadcast the registered IDs which could violate the 
driver’s privacy.  

Problem 
The method is insufficient for the prevention of Sybil attack as 
attacker may create multiple identities that are not registered 
with any of the network. Later these identities can be regis-
tered with the network and attacker will be able to have mul-
tiple registered Sybil nodes.  

3) Computational Resource Testing 
This method suggest that if a vehicle is unsuccessful in the 
completion or solving a task or puzzle will be considered as 
fake. In Sybil attacks, attacker creates Sybil nodes that are 
sharing the memory, computational, communication re-
sources. So, by tracking and monitoring the vehicles that are 
using shared resources for processing communication and 
sending responses, we can find the malicious vehicles.  

Problem 
This method requires extensive monitoring and tracking of 
messages which will require specially designed tools. Re-
source testing based mechanisms does not actually prevent the 
attack, in fact, the goal of these mechanisms is to undermine 
this attack and by restricting fake identities. But considering 
the fact that attacker can obtain sufficient legitimate IDs (shar-
ing and stealing), there is a strong possibility of a successful 
attack to occur. Therefore these method may not provide the 
sufficient level of protection against these attacks [7]. 

4.2 Position Based Detection 
These methods are based on the fact that a vehicle can be only 
at one point at a time. These techniques propose to use various 
position based sensors and mechanism for the prevention 
against Sybil attack. With the advance development in sen-
sors, which are used for various requirements of traffic moni-
toring purposes, position based detection mechanisms become 
much easier to implement. But for the effective working of 
these applications in the real world, the position information 
must be protected. If this information is not protected attack-
ers can be able to damage the vehicular network by perpetrat-
ing attacks e.g. dropping packets, modifying existing packets, 
inserting bogus packets and replying packets. Based on the 
coverage range these schemes can be divided into [8], [9]: 
• Range-based 
• Range free  
1) Range-based 
Range-based methods estimates the distance between a 
transmitter and receiver and then try to compute the position 
of the vehicle by using one of the following estimation meth-
ods: 
• Received Signal Strength Indicator (RSSI) based 
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methods [10],  
• Time-based methods  
• Angle of Arrival based methods.  
As these methods tend to have high accuracy in localization, 
they are used to estimate the distance and verification of posi-
tion of the vehicle. For position estimations a range-free locali-
zation method can be used. Some of the researchers [11] have 
also put forward an innovative method on the saying of seeing 
is believing, which also lie in the range-based approaches, but 
the problem lies there, as any sensor onboard the vehicle will 
have its range limited. For example a camera or radar can only 
see or detect the vehicle in its sight or near to it within its 
range. However the proposed model is to compare what is 
seen with what is heard by the vehicle, so that the vehicle 
could confirm definite position of neighbors in order to mark 
attackers from the others.  

Problems 
However, there are a few complications in using this method:  
(1) The models asks for new additional hardware that at pre-
sent are not built, adding cost. [12]  
(2) Failure of method to identify a malicious vehicle claiming it 
to be in position of another existing vehicle within the range of 
verifier vehicle. [12] 
(3) Sensors range make the method application impractical.  
In order to resolve these problems a method is proposed to 
assume the radar range to be persistent, such that if a target 
vehicle is not within the range of radar of verifier vehicle, in-
termediate vehicles will be used for this model [13].  
However using intermediate vehicles could add to the security 
problems [14]. If a vehicle want to verify the position infor-
mation about target vehicle, it will have to use more than one 
vehicle as intermediates. Since the verifier vehicle have no 
information about the malicious vehicles outside its radar 
range, it can be easily fooled. 

4.3 Verifier based mechanisms 
These methods [15], [16] consists of a lightweight approach for 
detection and localization of Sybil nodes in VANETs. Method 
uses verifier mechanism to confirm the claimed position by 
each vehicle using the received signal strengths taken by 
neighboring vehicles for a time period, which are later ana-
lyzed to calculate the position of claimer vehicle. 

Problem 
The method is simple and have low overhead but also has low 
accuracy,  such as a 10 meters error range in positioning and 
also neighbor vehicles which can be Sybil entities, then this 
method is vulnerable against false signal strength measure-
ments.  

Improvement 
An improved version of the model has been proposed by the 
researchers which suggests each to vehicle to carry out the role 
of claimer, witness or verifier according to different events 
and for different purposes. For the vehicle to verify the claim-
er vehicle which is periodically broadcasting its position and 
identity information, the verifier vehicle uses witness vehicles. 
The witness vehicle must be reliable and therefore for this 
purpose researchers use road side unit support and traffic pat-
tern establishing the following two rules: 
•Vehicles receive a certificate when passes through an road 

side unit, which contains a time stamp, containing information 
regarding time, identity and position etc., to prove the pres-
ence of the vehicle near the road side unit at a certain time. 
•Witness vehicles must be on the other side of the road head-
ing in opposite direction.  
Combination of these two rules will ensure that the witness 
vehicle is physical, legitimate and can be trusted. Rule two 
helps to make sure that no Sybil entity generated by a mali-
cious vehicle is selected as a witness. 

Problems  
Some of the problems with the proposed improvements are as 
follows: 
•Lack of precision for detection the position using RSS meas-
urements in city traffic scenario  
•Lack of vehicles on the roads (opposite direction) cannot be 
used for one-way roads 
•Violation of privacy by broadcasting identity and position 
information for distributed position verification 

4.4 RSSI Based Detection 
This method propose estimation of distance between two enti-
ties using received signal strength and theoretical radio prop-
agation models. This approach make this method a low cost 
method for hardware-constrained systems.  

Problems 
The reliability of the estimated RSSI cannot be guaranteed be-
cause of attenuation in received signal for multipath environ-
ments and shadowing effects in the area. There are some tech-
niques that register RSSI values with vehicle identifier for de-
tection of Sybil entities. The following two assumptions used 
in this approach are not considered to be realistic the assump-
tions are: 
•Malicious vehicles do not collaborate with each other 
•Sender vehicles are not allowed increase or decrease their 
transmission rate 
Although the method is sufficient in detection of some of the 
malicious vehicles in the network but cannot be used as a sole 
defense [17], [18], [19]. 

4.5 Authentication and Public key based detection 
mechanisms 

Sybil attacks can be detected using the approach of encryption 
and authentication. The detection mechanism is based on the 
authentication of vehicles using Public Key Infrastructure. 
Detecting Sybil attacks based on this approach have been a 
focal point of many research works [5], [20], and [21]. It is an 
understandable that using authentication mechanism and keys 
are the best and only approach that can fully eliminate Sybil 
attacks. But since Public Key Infrastructure is heavy and could 
be complex solution, it is difficult to implement   and some-
times considered unrealistic approach towards the detection 
of Sybil attacks n Vehicular ad hoc networks. More time is 
consumed and message size is significantly increased Public 
key encryption or message authentication systems which in-
tern increases the memory requirement for such approach.  
Therefore, the cost of the resources such as bandwidth and 
memory usage increases in public key systems. Whereas, 
symmetric key based systems consume less time and memory 
and small message sizes as compared to Public Key Infrastruc-
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ture. Some of the methods using encryption based approach 
are as follows: 

1) Privacy-preserving Detection of Abuses of 
Pseudonyms P2DAP  

Some researchers [24] have proposed a scheme to detect Sybil 
attack by focusing on preserving the privacy, which is referred 
to by the name of Privacy-preserving Detection of Abuses of 
Pseudonyms P2DAP. This approach uses the role of a gov-
ernmentally controlled Department of Motor Vehicle (DMV) 
which can generate a large number of pseudonyms for all ve-
hicles for one year use. The idea is to categorize of group the 
generated pseudonyms in following two steps.  
Step 1: Hashes for each pseudonym are calculated using a 
global key by the department of motor vehicle. A particular 
set of bits is selected from the hash result. These Selected bits 
are referred as “coarse grained hash value” and pseudonyms 
containing the same coarse grained hash value are known as 
coarse grained group.  
Step 2: DMV separately hashes each pseudonym is separately 
hashed by department of motor vehicle with another key that 
is only known to just DMV. Then a set of bits from hash result 
is selected that is called fine grained hash value. Fined grained 
hash values that are equal are inserted in a subgroup of the 
same coarse grained hash value. This will help make sure that 
all of pseudonyms that have one value of fine grained hash are 
in a subgroup that belongs to a particular coarse grained 
group. 
Global key that is used for the generation of coarse grained 
hash values is distributed by the DMV, to all the road side 
units (RSUs), whereas the key used for generation of fine 
grained hash values are kept secure and secret. Allocation of 
the pseudonyms with equal fine grained and coarse grained 
hash values to the vehicles can start after the department of 
motor vehicle have generated enough number of fine grained 
hash values in each subgroup of coarse grained group. At the 
time of yearly registration for the vehicles, a unique fine 
grained subgroup of pseudonyms is allocated by the DMV to 
each vehicle, so, that this unique mapping is a secure plate 
number for each vehicle.  
Now for the Sybil attack detection, the process comprises of 
two levels. First, Road side units are supposed to be overhear-
ing the messages exchanging between vehicles, each pseudo-
nym that is used for signing a particular traffic event message 
is stored into a list. Repetitive coarse grained hash values are 
identified with calculation of coarse grained hash values of 
these pseudonyms and are marked as suspicious. These suspi-
cious pseudonyms are send to the DMV by the road side units, 
where fine grained hash values are generated from these 
pseudonyms. If the generated value is the same value of fine 
grained hash, attack is inevitable. 
In this research the goal preserving privacy is achieved by the 
use pseudonyms. Road side unit are not able to specify a cer-
tain vehicle in a coarse grained group. This will help if the 
road side unit is compromised, the attacker will not be able to 
obtain or steal a vehicle privacy and will only be able to get 
the coarse grained hash key from compromised RSB, as the 
fine grained hash key is only known to Department of Motor 
Vehicle. In an effort to reduce the communication overhead, 

this method suggests that the most of the tasks of DMV are 
performed by road side units. Whereas, for more security, use 
of a multi-level hash instead of one-level hash is also suggest-
ed.  
The results of the simulations for this schema have shown suc-
cess in initial stages where all of the Sybil vehicles can be de-
tected but, later stages of this schema are dealt with the de-
crease in communication and computational overhead in ex-
change for reducing the rate of detection of attack. 

Problem 
Although in many ways this research holds the edge over oth-
er research works as in many of research works done for the 
Sybil attack detection privacy is not considered but here it is 
preserved unless the road side unit is compromised. The prob-
lem with P2DAP is that first, it’s an alternative to use the 
standard PKI model in a different way, which is still time con-
suming and secondly it does not deal with the stolen or shared 
keys or pseudonyms. The communication between the DMV 
and road infrastructure can lead to the creation of bottleneck 
as the Department of Motor Vehicle is not able to provide the 
services for the extreme communication.  

2) Foot printing 
Foot printing [22] is another proposed approach for the detec-
tion of Sybil attacks in vehicular ad hoc networks based on 
using the authorized event messages as vehicle trajectory by 
preserving the privacy of vehicles in the network. The detec-
tion mechanism is carried out by the vehicle and the road side 
unit which act as a conversation holder by transmitting the 
messages among the vehicles. The approach is designed to 
prove the physical presence of the vehicle by sending an au-
thorized message from the road side unit after the vehicle 
passing through the unit has made the initial request. These 
authorized messages are in a consecutive sequence, which 
help in the unique identification of the vehicle. The research-
ers have suggested to chain these messages together forming a 
trajectory of the particular vehicle. But in doing so, the compu-
tational overhead and complexity of signing each message 
increases insignificantly, so, in order to avoid such complexity, 
it is the responsibility of the last road side unit to sign the ve-
hicle trajectory formed from chained authorized messages. 
Using a chained message format may help road side units to 
keep track of vehicles in the network but will be at risk in case 
the road side unit is compromised. Therefore in order to main-
tain the privacy and ambiguity of vehicle in the network fol-
lowing two conditions are required to be met: 
•Road side units signing the vehicle’s trajectory are unknown, 
which can help maintain the privacy of specific vehicle in case 
of any eavesdropping.  
•Authorized messages can be recognizable if they are issued 
at the same period of time by the road side unit. Necessary 
condition as it will not allow the attacker to detect the trajecto-
ry of the vehicle even if it tries to gather the road side unit’s 
signed messages over the time. Meaning vehicle trajectories 
will have a limited use.   
The above conditions make sure that the vehicle’s position 
remains hidden and it privacy is maintained.  As in this ap-
proach road side units are playing the role of conversation 
holder so whenever a vehicle wants to participate or start a 
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conversation, it will have to pass the trajectories to the road 
side unit. Road side unit will check for the similar trajectories 
and if found similar, then it will be refereed as attack. The 
mechanism has been evaluated and has shown detection rate 
of 98% using such attack.  
 

Problems 
Although the vehicles privacy is maintained and costs less as 
vehicles only extra requirement would be a DSRC interface 
and GPS system. But will have to encounter the following 
problems. 
• Using graphs and identify the similar trajectories in-
side it makes the approach complex 
• Scalability problem caused by attackers with high and 
dynamic speeds can create complex and longer trajectories 
and hence the detection probability decreases, as identifying 
similar trajectories will be much more difficult once the num-
ber of road side units involved in the process increases. 
• Compromised road side units can be used to issue 
authorized messages to the attacker 

3) Time-stamp certificates 
Another way [23] to detect the Sybil entities is issuing certifi-
cate to the vehicles. In this approach researches propose to 
issue the timestamp certificate to the vehicle whenever they 
pass by a road side unit. This approach does not involve any 
use of the public key infrastructure and only road side unit are 
able to generate and issue the certificates. The vehicle after 
gaining the timestamp certificate can use this for authentica-
tion purposes and also to obtains new certificates form the 
next road side unit. The approach is heavily based in the as-
sumption of varying speed and driver’s behavior, such that no 
two vehicles can pass through the same road side unit at one 
time. After getting the signed certificates, will be used to au-
thenticate the traffic messages. These certificates are important 
in two ways 
•Indicates the time of issuance to the vehicle by an RSU 
•Shows the recent path used by the vehicle by means of the 
RSU information that issued the timestamp certificates. 
The certificates are made unique by using the previously ob-
tained certificates to get the new ones which contains the hash 
value of the previous, making the timestamp certificates un-
forgeable and non-transferable. Vehicle that have no certifi-
cates will also be regarded as malicious. Two similar 
timestamp certificates shows a Sybil attack. 

Problem 
The major problems with the Timestamp series model is that it 
depends largely on the assumption that based on different 
behaviors and motion trajectories, two vehicles cannot pass 
through the same road side unit at one time. This may be true 
in a highway scenario but fails in cities where congested traffic 
situations can lead to same vehicles getting same timestamps. 
This model resolves this problem by forcing each vehicle to 
request its own pseudonyms for vehicular communication. 
Even in city scenarios road side units will be able to deal with 
multiple requests and issue the pseudonyms to respective ve-
hicles. The mechanism could be vulnerable to Sybil attacks in 
case the road side units are adjacent to each other. For exam-
ple, in the figure below the vehicle passing through RUS 1 and 

RSU2 can try to obtain two different certificates from the RSU 
3 based on the cert1 and cert2.[23] 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

5 PROPOSED MODEL 
As discussed Sybil attacks are harmful for the vehicular ad hoc 
networks. Therefore in order to defend against these attacks 
many researchers have proposed several models based on 
some assumptions of the future of vehicular network model. 
But these models have some shortcomings in some ways. Here 
we represent a model for defending against Sybil attack using 
road side units for distinct identities while protecting the driv-
ers’ privacyand try to improve the work done in previous sim-
ilar techniques [23]. 

5.1 Assumptions for the Model 
Following are the assumptions for the vehicular ad hoc net-
works. These assumptions are based on the current technolo-
gies already installed and used in transport system and con-
sidering some of those which would be required for efficient 
and effective working of vehicular ad hoc networks. 

Vehicle 
Vehicle is considered as a primary node in the vehicular net-
work model. It has an on-board unit (OBU) for communica-
tion purposes and other computing processes, positioning 
system such as GPS, and digital map including geographical 
road information, electronic license plates, manufactures 
unique identity in terms of model number, production date, 
and color. Other sensor are also installed which are responsi-
ble for recording and analyzing data for safety of driver and 
passengers. Drivers also have the license in the form of smart 
cards.  
All these identities can be read and used by road side units 
and will help the authorities to hold the particular driver ac-
countable for law violations. All vehicles have to register to 
the road side units or particular Vehicular network segment 
i.e. vehicles do not have the choice whether to use the services 
of VANETs. If vehicles do not register with the road side unit 
at beginning vehicle will be considered as malicious and no 
communication will be allowed with other vehicles or access 
over the internet. 
Vehicles are considered malicious so any event information a 
vehicle desire to send will be through the road side units, 

 
Figure showing the Example of complex roadways. A vehicle V 
passed through R1 and R2, so it can attempt to obtain at least 
two different certificates from roadside unit R3, because both R1 
and R2 are adjacent to R3. One is based on the certificate from 
R1 and the other is with the certificate from R2. 
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which are responsible for authenticating the event, based on 
the data gathered through sensors. Other vehicles will only 
trust an event received from the road side units. 

Road Segments 
We assume that roads are divided into segments where each 
segment is defined to be a part of straight road without inter-
sections or diversions. Each segment has its unique set of road 
side units installed that are connected to each other. Each 
segment has a registering and deregistering road side unit at 
the start and end of segment respectively. The model requires 
the vehicles to register itself with the particular road segment, 
and in return get a pseudonym. New segment demands vehi-
cle to first register itself with the road side unit. Road seg-
ments must be defined in such a way that it can overcome 
complexity of the road architecture. 

Road Side Units 
Road side units are the equipment installed along the road to 
aid in communication. Trusted by all vehicles based on the 
certificates issued to the road side unit from the Certification 
authority also trusted by the vehicles. These road side units 
can be operated by government or private network operators. 
All road side units are considered to be interconnected 
through a wired connection. 
Road side units are considered to have high computational 
power, equipped and integrated with certain sensors used 
along the roads for different purposes. 
Two types of road side units are considered 
•One, responsible for the issuance of the pseudonym along-
side normal purpose communication  
•Second, responsible for providing services for authentication 
and communication. It will overhear the communication mes-
sages among vehicles for a particular road segment. To pro-
vide redundancy this type of RSU can be used to generate new 
pseudonym. 
The road side units will keep the data updated for the vehicles 
currently in the road segment. At the end of the segment the 
road side unit will determine the vehicle leaving the segment 
so that it can update other road side units along the respective 
road segment. 

Certification Authority 
The governmental authority that keeps the records of all vehi-
cles, responsible for certificate management of all the vehicu-
lar network nodes. It acts as a trusted third party authority 
that is both trusted by the vehicles and operators of the road 
side units.  

Sensors 
We assume that certain sensors are deployed to assist in ve-
hicular movement. Taking the advantage of data gathered by 
these sensors we can perform certain verification steps for the 
enhancing the security of the vehicular networks. The sensors 
are motion sensors, obstacle sensors, cameras, electronic read-
ers etc. 
 

Vehicular Applications 
The user interface applications that are used for receiving and 

sending traffic messages by the drivers.  

5.2 Proposed Framework 
When a vehicle is entering a segment of road it is asked about 
its secret identity or any other ID that can be verified from the 
governmental authority or network operator (which it has 
obtained from the MVD) to establish a connection between 
itself and the road side unit. In return road side unit will as-
sign a unique pseudonym and key pair to the vehicle. Multi-
ple vehicles can perform this step at the same time, but one 
vehicle can only generate one request based on its ID. 
“A unique pseudonym for one connection” 
Using this step, attackers would not be able to register multi-
ple vehicles even if they have stolen or shared IDs.  Vehicles 
are required to use this pseudonym in their message body. 
The deployed sensors will help the road side unit in determin-
ing the number of vehicles coming in and requests it received 
from a section of road at particular coordinates.  Since for an 
attacker to register the multiple identities, multiple requests 
must be made, which must be verified by the vehicle’s coordi-
nates and IDs. 
One vehicle with an ID to register issues a request message 
also containing its coordinates. Road side unit will get the ver-
ification of the presence of the vehicle at these particular coor-
dinates (though some form of threshold is to be considered, 
related to the vehicles movement) using positioning sensors 
and electronic plate readers. After verification road side unit 
will generate a key pair and pseudonym for the vehicle which 
it will use for future purposes of communication.  
The verification of the vehicle will require to check the coordi-
nates, the IDs provided by vehicle must match the ID read by 
the sensors from the electronic plate number. (Combined).  
Road side unit will store the credentials provided by vehicle, 
and pseudonym assigned to it in the form of the table and will 
send it to the other road side units along the road segment.  
Road side units along that segment of road will be continuous-
ly informed about the newly registered vehicles. 
When the vehicle generates an event message it will include 
the pseudonym, vehicle’s current position coordinates in the 
message body. Road side units will be responsible for the veri-
fication that the message generated from the legitimate vehi-
cle. The uniqueness of pseudonym will help the road side 
units to detect the possible Sybil attack. 
If at some point attacker is able to steal the uniquely generated 
pseudonyms the position coordinates will help determine the 
Sybil node, with original node at different location. Further-
more the use of digital maps and position detection sensors 
the physical presence of the vehicle can be verified. 
In this model we propose to maintain the vehicles record cur-
rently in the road segment or coverage area, upon leaving the 
road segment, RSUs along that road segment will be informed 
to revoke the particular pseudonym entries so, the stolen 
pseudonyms will be useless once the original owner leaves the 
road segment. The RSUs will use the electronic plates reader 
for the identification of vehicle leaving the road segment be-
cause a malicious vehicle may choose not to inform about its 
leaving. All pseudonyms related to IDs read at RSU RL will be 
terminated or revoked. 
Upon reaching the next road segment, vehicle will again have 
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to request registration. In this way Sybil attacks will be pre-
vented with the help of using unique pseudonyms. 

5.3 Detailed Process Implementation 
Some of the denotation used  

• Road Side unit at the start of the road segment = RS   
• Road side unit at the last = RL  
• Vehicle = V 
• Road Segment = Si ,    i=1,2,3…n 
• RSUs within the road segment = RSUM 
• Certificate of road side unit  = Cert_ RS  

Vehicle enters a road segment and receives a beacon message 
from the front end RSU, which includes the certificate of road 
side unit RS (Cert_ RS) issued from the CA which contains 
indication of the type of RSU (to get registered with the road 
side unit RS) and public key KRS.  

Cert_ RS = {Type of RSU| PUB_KRS, Sig (PRI_KCA, 
PUB_KRS)} 

Road side unit will gather the information about the passing 
vehicle from the electronic license plate, which has an ID en-
coded to it by the motor vehicle department MVD.  
Vehicle can validate the RSU by using the public key of RSU 
with the certificate. After the validation of the RS by the vehi-
cle, the vehicle now trust and knows the type of the RSU to 
register itself for the new road segment S1. Vehicle in return 
requests for the pseudonym and send particular credentials 
which include the IDs issued by the certificate authorities, co-
ordinates of vehicle and a session key.  
Message sent by Vehicle V will contain the request for the 
pseudonym REQP and session key KS and the whole message 
will be encrypted. 
 

ENC {PUB_KRS, KS, REQP} 
REQP = {Request for the Pseudonym| Coordinates| ID| KS} 

 
RSU will process the request and validates the physical pres-
ence or existence of the vehicle with the help of integrated 
sensors, electronic plate readers, digital maps and positioning 
system deployed. 
RSU, after performing the validation process will create a ran-
dom key pair for the vehicle (PRI_KV, PUB_KV) and a unique 
pseudonym for the vehicle V. The generated key pairs and 
certificates will be stored in a tabular form and valid for the 
respective road segment or coverage area as determined by 
the motor vehicle department or private operator. The stored 
pseudonym will be shared by RS among the other road side 
units within the road segments. 
Message sent by RS will be encrypted and contains the unique 
pseudonym, which includes the issuing time, valid area of use 
and the certificate content of RS. 
 

ENC_KS {PRI_KV, REPP} 
REPP = {Pseudonym PS1, Sig (PRI_KRS, PS1)} 

PS1 = {PUB_KV| PUB_KR| Issuing Time| Valid Area| Expira-
tion Time} 

Multiple vehicles can perform this step at the same time, but 
one vehicle can only generate one request. 
“A unique pseudonym for one connection” 
This will be insured by the position verification and electronic 

ID read by the RSU RS. The RSU RS and RL will be responsi-
ble for keeping the track of the vehicles currently in the road 
segment. 
When a vehicle V with unique pseudonym will be leaving the 
particular road segment, it will receive the beacon message 
from the RSU RL which defines the end of the road segment 
valid for the particular pseudonym PS1. The purpose of this 
RSU is only to notify the vehicle and identify the vehicle leav-
ing the road segment. Cert_ RL will help the vehicle regarding 
the end of road segment while the electronic plate readers and 
sensors will help the RSU to determine which vehicle is leav-
ing. This will help the revocation of particular pseudonym and 
vehicle will now know its entering a new segment and need to 
generate a new request. In this way the road segment S1 will 
be able to keep the record of the vehicles and revoke pseudo-
nyms of vehicles upon leaving the road segment. 
Upon reaching the next road segment similar steps will be 
performed in order to create a connection between the vehicle 
and RSU and validation process. 

5.4 Using Certificates in Vehicular Communication 
Vehicle on the roads observes traffic events occasionally or in 
some cases periodically. Whenever a vehicle observes a traffic 
event it generates a traffic event message and broadcasts it. 
The format for the traffic event message is as follows 

TEM = {Event_ Info, Sig (PRI_KV, Data), PS1, Cert_ RS 
|Coordinates} 

Event_ Info will include the event occurred, GPS information, 
speed, time, direction.  
The Event_ Info will be signed by the private key of the vehi-
cle V which proves that the traffic data are created by a vehicle 
that possesses a valid Pseudonym PS1. The receivers of the 
traffic event message can use the public key PUB_KV to de-
termine the validity of the signed Event_ Info. Also the validi-
ty of PS1 can itself be checked with the help of RSU’s certifi-
cated    Cert_ RS. If the receiver vehicle is able to verify all the 
credentials it will accept the message to perform required task 
otherwise it will ignore the message. Moreover the overhear-
ing road side unit will look for the any revoked pseudonym 
being used in the traffic event messages. In case of revoked 
Pseudonym being used vehicles will be informed to ig-
nore/discard the message. 
As it is possible that traffic messages are disseminated through 
several different multiple hops based on the application in 
use, the pseudonym PS , RSU certificate Cert_ RS and the 
signed Event_ Info will prevent any modification or forging of 
the message. 

6 ANALYSIS 
Simulations were carried out in NS-2 using the MAC 

802.11a module. In order to reduce the packet overhead, we 
assume elliptic curve cryptosystem for our basic signature 
scheme. The summary of our simulation parameters is shown 
in the table below. The key length of elliptic curve digital sig-
nature algorithm is 163 bits (21 bytes), and the corresponding 
signature size is 28 bytes. The estimated signature generation 
time is 36.82ms, and the verification requires 38.05ms [40], 
[41], [42].  
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6.1 Packet Overhead 
Packet Overhead shows how many additional bytes were 

added in regular traffic messages in order to provide security 
according to the proposed model. 

1) Pseudonym request message 
The total length of the request packet generated by the vehi-

cle for the pseudonym is given as follows. The fig 5.2.1b shows 
that request message contains a request of 8 bytes, ID of the 
vehicle presumably 8 bytes the coordinates 16 bytes. 

= length (request) + length (coordinates) + length (ID) + length 
(KS) 

=8+16+8+16 =48 

2) Pseudonym response message 
In the same way the response message from the RSU con-

tains the pseudonym which contains the contents: PUB_KV 
(21bytes), PUB_KR (21 bytes), Issuing Time (8 bytes), Valid Area 
(8 bytes), Expiration Time (8 bytes). Also the 28 bytes of the sig-
nature. 

length (PS1) = 2*length (Key) + 2* length (timestamp) + length 
(valid area) 

=2*21 + 2*8 + 8 = 66 bytes 
REPP = 66bytes + 28 bytes of Sig = 94bytes 

6.2 Processing time 
The temporary pseudonym protocol performs encrypted mes-
sage communication. For the consistency with signature, we 
adopt elliptic curve cryptography encryption and decryption 
with a key of 163 bits for our asymmetric algorithm. The esti-
mated encryption and decryption time are 2.65 and 1.31ms, re-
spectively. Generating a request by a vehicle requires one 
asymmetric encryption (2.65ms). So the total processing time is 
2.65ms. Issuing a new certificate by an RSU requires one asym-
metric decryption (1.31ms), one signature generation (36.82ms), 
and one asymmetric encryption (2.65ms).following figure 
shows the delay at various speeds with various no. of vehicles. 
[40], [41], [42]. 
 
 
 
 
 
 
 
 
 
 

 
 
 
 
 

 
 
 
 
 

 
 
 
 
 

 
 

6.3 Driver’s Privacy 
The model is capable keeping the drivers information and 

route secret, as the record for the vehicles are to be deleted 
after the revocation of the particular pseudonym moreover the 
model does not require the new segments to perform the au-
thentication for the incoming vehicle of its own, meaning no 
complex binding of hash values from previous pseudonyms 
will be another step in keeping the driver’s route privacy as 
well. 

 7 DISCUSSION 
The above proposed model is capable of limiting certain 

challenges which we faced in other authentication based 
schemes. As mentioned that unlike the complex and time con-
suming scheme of Privacy Preserving detection of Sybil attack, 
this method is less complex and have short processing time on 
the other hand the shared or stolen keys cannot be used.  

As far as timestamp mechanism is concerned, this model re-
solves this problem by forcing each vehicle to request its own 
pseudonyms for vehicular communication. Even in city sce-
narios road side units will be able to deal with multiple re-
quests and issue the pseudonyms to respective vehicles. For 
the problems faced by adjacently placed RSUs proper area 
definition can be helpful to avoid such problems. 
Where as in foot printing where problems of RSUs overlap-
ping can lead to the multiple authorization of messages in turn 
leading to Sybil attack, this method can help in mitigating 
these vulnerabilities by making the process of authentication 
and authorization area bound. The complex trajectories and 
signing of messages by the RSUs can be avoided. 

CONCLUSION 
     We have explained how Sybil attacks can prove harmful for 
the vehicular ad hoc networks and what are the various mech-
anisms and models to prevent such attacks. With the authenti-
cation based models considered as one of the most effective, 
we proposed certain improvements and amend-ments that can 

Parameters Values 
Simulation distance 500m 
The number of vehicles  10, 20, 30,40, 50 
Average driving speed 50, and 150 km/h 
Asymmetric Encryption  ECC with a key of 163 bits 
Transmission range  150m 
Bandwidth 2MB 
Packet size 48 and 94 bytes 

 
Figure showing the Delay for various no. of vehicles moving at 50 kmph 
and 150 kmph  
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be brought up in order to solve some tech-nical problems face 
by authentication based mechanisms.  
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